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P R I V A C Y  S T A T E M E N T  
 

Effective date: Oct 10th , 2022 

We at SpaceApp Holdings Inc, are committed to safeguarding your privacy. This Privacy Policy describes 
how we may collect, use, share, and keep personal information about you. It also describes the choices available to 
you regarding the use of, your access to, and how to update and correct your personal information. Please make sure 
you read this Privacy Policy carefully. 

 

What does this Privacy Policy cover? 

This Privacy Policy applies to our public-facing SpaceApp Holdings Inc /SpaceApp Connect branded 
websites and other online services and will be available by a link on all sites and services which it covers. 

Other SpaceApp Holdings Inc websites, apps, or online services may collect and use personal information about you 
in a different way and so publish a different SpaceApp.org Privacy Policy. We encourage you to take a moment to 
look at the applicable Privacy Policy, available by a link at the bottom of the homepage or as you download an app. 

 

What personal information do we collect? 

For the purposes of this Privacy Policy, references to ‘personal information’ mean any information relating 
to an identified or identifiable individual. Examples of personal information may include, your name, your contact 
details or your location. 

We collect information that you supply to us when you choose to contact us for more information or when you register 
for one of our websites or online services. You may supply the information directly to us or indirectly by using your 
credentials from third parties such as LinkedIn or Facebook. This information typically includes your name, 
professional credentials, email address and other contact data. We may append information from other sources, such 
as Google Analytics, to supplement what you give us. We do, on occasion, obtain or license contact information from 
third parties for limited marketing purposes, such as maintaining an accurate marketing database. 

We gather date, time and certain additional information about a user's browser and system or device configuration 
and capabilities, navigation history, Internet service provider (ISP), referring/exit pages, the files viewed on our site 
(e.g., HTML pages, graphics, etc.), and IP address for all visitors to our web sites. We may use this information for 
our internal security audit log, for trend analysis and system administration and to gather broad information about our 
audiences. When you submit information through a form on one of our websites, we capture and store your IP address 
and email address. We use this information for website personalization purposes. 

We collect information you provide to us directly when you use the Services. This includes: 
 

(1) If you create a SpaceApp.org account, we may require you to provide a username and password. Your 
username is public, and it doesn’t have to be related to your real name. You may also provide other account 
information, like an email address, bio, or profile picture. We also store your user account preferences and 
settings. 
 

(2) We collect the content you submit to the Services. This includes your posts and comments including 
saved drafts, videos you broadcast via RPAN, your messages with other users (e.g., private messages, 
chats, and mail), and your reports and other communications with moderators and with us. Your content 
may include text, links, images, gifs, and videos. 
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(3) We collect information about the actions you take when using the Services. This includes your 
interactions with content, like voting, saving, hiding, and reporting. It also includes your interactions with 
other users, such as following, friending, and blocking. We collect your interactions with communities, like 
your subscriptions or moderator status. 
 

(4) If you purchase products or services from us, we will collect certain information from you, including your 
name, address, email address, and information about the product or service you are purchasing. 
SpaceApp.org uses industry-standard payment processor services (for example, PayPal) to handle payment 
information. 
 

(5) You may choose to provide other information directly to us. For example, we may collect information 
when you fill out a form, participate in SpaceApp.org sponsored activities or promotions, apply for a job, 
request customer support, or otherwise communicate with us. 

 
When you access or use our Services, we may also automatically collect information about you. This includes: 
 

(6) We may log information when you access and use the Services. This may include your IP address, user-
agent string, browser type, operating system, referral URLs, device information (e.g., device IDs), device 
settings, mobile carrier name, pages visited, links clicked, the requested URL, and search terms. 
 

(7) We may receive information from cookies, which are pieces of data your browser stores and sends back 
to us when making requests, and similar technologies. We use this information to improve your experience, 
understand user activity, personalize content and advertisements, and improve the quality of our Services.  
 

(8) We may receive and process information about your location. For example, with your consent, we may 
collect information about the specific location of your mobile device (for example, by using GPS or 
Bluetooth). We may also receive location information from you when you choose to share such information 
on our Services, including by associating your content with a location, or we may derive your approximate 
location from other information about you, including your IP address.  

 
If you use SpaceApp.org Ads we collect some additional information. If you purchase advertising services, you will 
need to provide transactional information as described above, and we may also require additional documentation to 
verify your identity. When using SpaceApp.org Ads, we may record a session replay of your visit for customer service, 
troubleshooting, and usability research purposes. 

 

Do we use cookies or similar technologies? 

We and our partners use cookies or similar technologies to analyze trends, administer the website, track 
users’ movements around the website, and to gather demographic information about our user base as a whole. Users 
can control the use of cookies at the individual browser level.  

These cookies are necessary for our services to function properly and securely and cannot be switched off in our 
systems. You can set your browser to block or alert you about these cookies, but then some parts of the site will not 
work. 

These cookies enable SpaceApp.org to provide enhanced functionality and personalization. If you do not allow these 
cookies then some or all of these features may not function properly. 

These cookies allow us to count visits and traffic sources so we can measure and improve the performance of our 
site. They help us to know which pages are the most and least popular and see how visitors move around the site. 
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We use these cookies to deliver advertisements, to make them more relevant and meaningful to users, and to track 
the efficiency of our advertising campaigns, both on our services and on other sites or mobile apps. Our third-party 
advertising partners may use these cookies to build a profile of your interests and deliver relevant advertising on other 
sites. 

SpaceApp.org services also include cookies from third parties that we partner with directly or indirectly. Many of these 
third parties are companies that work with us or with advertisers who advertise on SpaceApp.org in order to help 
target ads or measure the results of an advertising campaign. 

Third parties who advertise on SpaceApp.org may use our advertising technology, including our advertising pixel, on 
their sites. We may serve advertising cookies when you visit their sites so that we can measure the effectiveness of 
ads on SpaceApp.org and to show you more relevant advertising on SpaceApp.org 

 

How do we use your personal information? 

We may use personal information we collect to: 

• provide and administer our services; 
• research and develop new services 

• understand our audience and improve how our websites work; 
• contact you and answer your questions; 
• help protect the safety of SpaceApp.org and our users 

• market and advertise our products and services to you; 
• allow you to publish comments and participate in professional web-based forums; 
• keep our systems, users, employees and services safe; and 
• provide you with the information or support you requested. 

When you submit content (including a post, comment, chat message, or RPAN broadcast) to a public part of the 
Services, any visitors to and users of our Services will be able to see that content, the username associated with the 
content, and the date and time you originally submitted the content. Although some parts of the Services may be 
private or quarantined, they may become public (e.g., at the moderator’s option in the case of private communities) 
and you should take that into consideration before posting to the Services. 

Your SpaceApp.org account has a profile page that could be public to members or groups. Your profile contains 
information about your activities on the Services, such as your username, prior posts and comments, moderator 
status, and others.  

 

How do we share your personal information? 

We may disclose personal information about you to third parties such as to other members of the SpaceApp.org 
group of companies and to vendors that work on our behalf. These companies are authorized to use your personal 
information only as necessary to provide these services to us. 

• Fulfilling orders and delivering packages 
• Payment processing 
• Providing customer service 
• Sending marketing communications 
• Fulfilling subscription services 
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• Conducting research and analysis 
• Providing cloud computing infrastructure 

 

Legal Disclaimer 

In certain situations, SpaceApp.org may be required to disclose personal data in response to lawful requests 
by public authorities, including to meet national security or law enforcement requirements. 

As further required by Law, we may also disclose your personal information as required by law, such as to comply 
with a subpoena or other legal process, when we believe in good faith that disclosure is necessary to protect our 
rights, protect your safety or the safety of others, investigate fraud, or respond to a government request. 

 

How long do we keep your personal information? 

We keep your personal information for so long as is necessary in light of the purpose for which it was originally 
collected or lawfully further processed. The criteria we use to determine the period of time for which your personal 
information may be kept include: 

• the nature and type of personal information that you provide to us; 
• the purpose for which you provide your personal information to us; and necessary business and operational 

requirements to continue to supply you with the services or functionality you have requested. 

We may retain your information for as long as your account is active or as needed to provide you services, comply 
with our legal obligations, resolve disputes and enforce our agreements. 

 

Where do we keep your personal information? 

We collect, store, and process information on servers around the world and may access that information 
globally. If you are located in the European Union, please note that your personal information may be transferred out 
of, or stored outside, the European Economic Area. The privacy protections in these jurisdictions may not be 
equivalent to those in Europe. We will take steps to ensure that your personal information continues to be protected 
through adequate safeguards, copies of which are available from us on request at the email address below. 

 

What rights do you have in relation to your personal information? 

European law gives individuals a number of rights in relation to their personal information. Upon request we 
will provide you with information about whether we hold any of your personal information. These include the right to 
access, and in some circumstances to amend, delete, or restrict the continued processing of, personal information. 
Please note that deleting your information or restricting the continued processing of your information may limit our 
ability to continue to provide our websites, applications, and online services to you. 

 
You also have a choice about: 
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• Whether to receive email marketing messages from us. You may opt out of our email marketing lists by 
following the opt-out directions at the bottom of our promotional emails. Please note that we have a number 
of brands and products and allow you to opt out selectively. To remove a specific email address from all 
SpaceApp.org email marketing, send a request to customer.service@spaceapp.org 

• Whether to share information about yourself and your use of our sites with third parties including social 
media sites. 

o If you use credentials from a third party, like Facebook, to register, then that third party will also 
record the fact that you have registered for our sites and may use that information consistent with 
its own privacy statements and practices. If you use Share, Like or similar social media buttons, 
those actions may be posted elsewhere (such as on the relevant social media sites). 

• Whether to allow certain uses of cookies and other data collection technologies. Please contact us for 
specific information.  

• We partner with a third party to either display advertising on our website or to manage our advertising on 
other sites. Our third-party partner may use technologies such as cookies to gather information about your 
activities on this website and other sites in order to provide you advertising based upon your browsing 
activities and interests.  

You may access, correct, or request deletion of your personal information by [logging in to your account, contacting 

us at customer.service@spaceapp.org or If you have any questions about your rights. We will respond to your request 

within a reasonable timeframe.  

 

How do we safeguard your personal information? 

We use a range of security measures to protect your personal information. Please be aware, however, that 
SpaceApp.org cannot guarantee that third parties will safeguard your personal information in a similar manner. 
Unencrypted information - including information sent via E-mail - may also be able to be read by third parties. As a 
user of our services, you are responsible for protecting the information you provide, including username and 
passwords, from misuse, by encryption or other means. If you have any questions about the security of your personal 
information, you can contact us at customer.service@spaceapp.org 

 

How will we update this Policy? 

We are constantly working to develop new services. We may also change our practices over time as our 
business and technology evolve, and this may involve changes to the ways in which we collect, process and use your 
information. As a result, we may amend this Privacy Policy from time to time. 

If we materially change our Privacy Policy, we will take steps to inform you of the change. We may do this through 
email, SMS, notices on our websites or other means (or a combination of these means). If you continue to use our 
websites, applications, and online services after the date any revised Privacy Policy comes into effect, you will be 
deemed to have read and agreed to the revised Privacy Policy. 

The “Effective Date” at the top of this Privacy Policy shows when it was last updated. 

 

mailto:customer.service@spaceapp.org
mailto:customer.service@spaceapp.org
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Other important information 

Our sites contain links to other websites not owned by SpaceApp.org We do not control the content or 
privacy practices of those sites. Our websites and offerings are directed to people in their business or professional 
capacities. 

We process personal information on the basis of your consent. You have the right to withdraw consent at any time, 
but this will not affect any prior processing of your personal information. 

 

International Data Transfers 
 

SpaceApp.org is based in the United States and we process and store information on servers located in the 
United States. We may store information on servers and equipment in other countries depending on a variety of 
factors, including the locations of our users and service providers. By accessing or using the Services or otherwise 
providing information to us, you consent to the processing, transfer, and storage of information in and to the U.S. and 
other countries, where you may not have the same rights as you do under local law. 

 
 

Additional Information for California Users 
 

The California Consumer Privacy Act (CCPA) requires us to provide California residents with some additional 
information about the categories of personal information we collect and share, where we get that personal information, 
and how and why we use it. In the last 12 months, we collected the following categories of personal information from 
California residents, depending on the Services used: 

• Identifiers, like your SpaceApp.org username, email address, IP address, and cookie information. 
• Commercial information, including information about transactions you undertake with us. 
• Internet or other electronic network activity information, such as information about your activity on our 

Services and limited information about your activity on the services of advertisers who use our advertising 
technology. 

• Geolocation information based on your IP address, or more specific location information if you authorize 
your device to provide it to us. 

• Audiovisual information in pictures, audio, or video content submitted to SpaceApp.org 
• Professional or employment-related information or demographic information, but only if you explicitly provide 

it to us, such as by applying for a job or filling out a survey. 
• Inferences we make based on other collected data, for purposes such as recommending content, 

advertising, and analytics. 

If you are a California resident, you have additional rights under the CCPA, including the right to request access to or 
deletion of your personal information, and information about our data practices, as well as the right not to be 
discriminated against for exercising your privacy rights. These rights can be exercised as described in the Data 
Subject and Consumer Information Requests section above. 
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Children 
 

Children under the age of 18 are not allowed to create an account or otherwise use the Services. Additionally, 
if you are in the EEA, you must be over the age required by the laws of your country to create an account or otherwise 
use the Services, or we need to have obtained verifiable consent from your parent or legal guardian. 

 

How can you contact us about this Policy? 

For questions regarding this Privacy Policy, practices of the website, or any other privacy issue, please send an email 
to our Data Protection Officer SpaceApp Holdings Inc at 1606 Headway Cir STE 9537 Austin, TX 78754, United 
States. Email: customer.service@spaceapp.org 

 
 
 
 
 
 

 


